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IP Internet

192.168.110.1
Logging Access ! =,
NTP Server {
Firewall Internet

Pool IP = X.2 - X.100

Block Site = www.mikrotik.com

Redirect to = bsnp-indonesia.org

Block Ping IP = X.2 - X.50 Interface DHCP
Block Content = Mikrotik TP 192.168.X.1

E’/E‘”’

Interface WLANI1 ”:‘;}:'
/ o o 00 '_ ’I;J.., z
- Pool IP = Y.2 - Y100 /1,;
SSID = Nama_Peserta@Proxy
&3

— Block Site = www.linux.or.id /
Client Kabel Block File = .mp3 /.mky

Block Content = Mikrotik */
o

Time Access Internet

7 Pagi — 7 Malam

NAT ( }/
DNS < i/
S—AL_/

Eth1 Interface PUBLIC
IP. 192.168.110.X

Client Wireless

Topologi UKK - Paket 2 - 2019

SOAL/ TUGAS PAKET 3 UKK TKJ 2016/2017 :
Dalam kegiatan uji kompetensi ini anda bertindak sebagai Teknisi Jaringan. Tugas anda
sebagai seorang Teknisi Jaringan adalah merancang bangun dan mengkonfigurasi sebuah Wifi
Router berfungsi sebagai Gateway Internet, Web Proxy, DHCP Server dan Firewall, kemudian
internet tersebut dishare ke client melalui jalur kabel dan wireless.

Dengan konfigurasi sebagai berikut:

Konfigurasi Wifi Router

1. Sistem operasi = Mikrotik RouterOS
2. DNS = Sesuai dengan DNS yang diberikan ISP
3. NTP =Yes
4. WebProxy =Yes
5. Cache Administrator = nama_peserta@sekolah.sch.id
Etherl:
6. IP Etherl = Sesuai dengan Network yang diberikan ISP
7. Gateway = Sesuai dengan IP yang diberikan oleh ISP
Ether2:
8. Terhubung dengan kabel ke switch dan PC
9. IP Ether2 =192.168.X.1/24
10. DHCP Pool =192.168.X.2-192.168.X.100
11. Redirect Access = ketika akses ke http://www.mikrotik.com dialihkan ke website

http://bnsp-indonesia.org

12. Buat firewall agar IP 192.168.X.2-192.168.X.50 tidak dapat ping ke router

13. Buat rule agar setiap akses ke router tercatat di logging

14. Buat rule filter yang mengijinkan permintaan HTTP dan HTTPS dari CLIENT
network ke Internet
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WLAN 1 (WLAN Interface):

13. IPWLAN 1 =192.168.Y.1/24

14. SSID = nama_peserta@Proxy

15. DHCP Pool =192.168.Y.2-192.168.Y.100

16. Blocking Site = http://www.linux.or.id

17. Blocking File =.mp3, .mKkv

18. Blocking Content = Block setiap konten yg mengandung kata “mikrotik”

19. Buat firewall yang memblokir akses internet melalui jalur wireless mulai pukul 19:00
(malam)— 07:00 (pagi).
Ket : X = Merupakan daftar IP UKK yang ditetakan
Y = IP UKK ditambah 1 cth. Ip ukk 15 ditambah 1, berarti Y = 16

B. ALAT DAN BAHAN

1. Mikrotik Router-Board 951 =1 Buah
2. Switch 8 Port =1 Buah
3. PCClient =1 Buah
4, Kabel UTP =10 Meter
5. Konektor RJ45 =6 Buah
6. Tang Crimping =1 Buah
7. Pengupas Kabel =1 Buah
8. LAN Tester =1 Buah

KONEKTOR A ‘ KONEKTOR B

PIN 1 | Putih Orange @ PIN 1 | Putih Orange
PIN2 | Orange M PIN2 | Orange

PIN 3 | Putih Hijau ﬁ‘:;' PIN 3 | Putih Hijau
PIN 4 | Biru M PIN 4 | Biru

PIN 5 | Putih Biru @ PIN 5 | Putih Biru
PIN 6 | Hijau ﬁ:? PING | Hijau

PIN 7 | Putih Coklat Sess—==—=—wd piN 7 | Putih Coklat
PIN & | Coklat P PIN 8| Coklat

( Gambar 1. Susunan Kabel Straight )

1. Persiapkan alat dan bahan yang dibutuhkan sesuai dengan daftar kebutuhan peralatan dan
bahan
2. Kupas Isolasi kabel dengan menggunakan pengupas kabel di bagian ujung kabel




3. Rapikan kabel yang telah dikupas dan urutkan warna kabel sesuai dengan standar TIA/EIA 568B
( Lihat Gambar Susunan Kael Straight )

4. Perkirakan ukuran panjang kabel dengan melihat kedalaman konektor, Selanjutnya potong
kedua ujung kabel dengan menggunakan Tang Crimping.

I”“|"“l“"l"”l““l””l

3 2 Tem 0
5. Masukkan kabel pada konektor RJ-45, kemudian kunci kabel dengan menggunakan Tang

Crimping

B. KONFIGURASI MIKROTIK RB-951 DENGAN WINBOX

Step 1.

Persiapan Topologi untuk Me- Remote Mikrotik

Menyambungkan Komputer ke Port 2, Kabel sumber internet ke Port 1 pada Mikrotik dengan
menggunakan kabel straight seperti terlihat pada gambar dibawah ini :




Step 2.

Konfigurasi IP Address PC Client Secara Automatic
1. Menghidupkan Komputer
2. Memasangkan adaptor sumber listrik untuk router mikrotik
3. Mendisable Ethernet Virtualbox Host Only, klik kanan Disable

) Network Connections S
T E-' b Control Panel » Metwork and Internet » Metwork Connections v & Search Network Connectior
Organize St 2|
- Ethernet = VirtualBox Host-Only Network = Wi-Fi
L-..,E Identifying... l" * _ Disabled L--..,E Mot connected
@ Realtek PCle GBE Family Controller @ VitualBox Host-Only Ethernet Ad.. 3§ dim Qualcomm Atheros ARS485 Wirel...
Step 3. Sudah ter-Disable

Matikan Windows Firewall
1. Klik Start Windows - Control Panel > Windows Firewall
Programs and Features

5 Remotelpp and Desktop Connections
,.L Taskbar and Start Menu

0 Windows Fir[swall

Tr
2. Pilih Turn Windows Firewall on or off

'&' Change notification settings

'&' Turn Windows Firewall on or
off

'&' Restore defaults
'&' Advanced settings

Troubleshoot my network

3. Matikan Seluruh Firewall seperti terlihat pada gambar dibawah

Home or work (private) network location settings
Wi ) Turn on Windows Firewall

Block all incoming connections, including thos

Notify me when Windows Firewall blocks a new

|’§] .Jm off Windows Firewall (not recommended)

Public network location settings
|@ () Turn on Windows Firewall

Block all incoming connections, including thos

Notify me when Windows Firewall blocks a new

|’§] ‘m off Windows Firewall (not recommended)

4. Klik tombol OK dan tutup Control Panel. Pastikan hasilnya seperti gambar dibawah.

Update your Firewall settings

Windows Firewall is not using the recommended

- ) Use recommended settings
settings to protect your computer. -

What are the recommended settings?

. 'l’?-‘ Private networks Not connected @

. 'l’?‘ Guest or public networks Connected (%)



Step 4.
Melakukan Remote Mikrotik dengan Winbox

1. Koneksi ke Router Mikrotik dengan WinBox
a. Buka Aplikasi WinBox pada computer

winbox-2.2.
18.exe

b. Pilih Mac Address

-
© MikroTik WinBox Loader v2.2.18 = % |
Connect To: | 08:00:27:29:BA:A9 _l Connect |
Login: MAC Address | IP Address | Identity ersion
ean: US:UU:E?:?%BA:AQ 0.0.0.0 MikroTik 5.20
Pazsword:

c. Setelah selesai Click tombol Connect

' N
& MikroTik WinBox Loader v2.2.18 = = |
Connect To: IOS:UU:Z?:ZQ:EA:AQ | Connect[: |

Login: Iadmin
Password: I
Sawve |
¥ Keep Password
¥ Secure Mode Remave |
[¥ Load Previous Session Todks... |
Note: | MikroTik

d. Menu konfigurasi Mikrotik akan terbuka

2. Lakukan Reset Router dan Pastikan ter-Reset dengan baik.

#° Routing N==
Logging
. System ¥
& Queues 1 [ ackaes Reset Configuration
=< Password
1 Files = Reset Configuration |
Log - 3 No Default Configuration
. Radius i 2 (| Do Not Backup / Cancel |
N Pl Run After Reset: l v 4
%, Tools
B New Teminal
Routerboard

3. Aplikasi Winbox akan terputus/disconnect, ulangi lagi langkah a sampai c diatas untuk
menghubungkan kembali router dengan aplikasi dan router siap untuk dikonfigurasi.



Step 5.

Melakukan Konfigurasi Mikrotik Sesuai Soal

1. Konfigurasi Name-Interface
a. Klik menu Interface --> Tanda tambah (+) / add --> Double klik interface etherl --> Ubah
dengan nama “public” ---> Klik OK

s Quick Set I
4 CAPsMAN Interface |Ethemet EolP Tunnel |P Tunnel GRE Tunnel VLAN VRRP  Eonding LTE

i Interfaces E||E| m Interface <ether1>

- m@eﬁ 1 | Name General ‘Ethemet Overall Stats P Stats T Stats | 4 ok |
‘:ég:jge ‘E’*'j 5 [rame: : ,J/J”| e |
 Switch T e Tpe: [Bhemet N\ 3 -y Foply |
= esathers MTU: [1500 | :

zj_: ::em b Ewlant L2 MTU: 1598 |a | = |
~ MPLS P Max L2 MTU: 2028 | | — |

b. Lakukan hal yang sama pada interfaces ether2 --> ganti dengan nama “dhcp” --> Klik OK

L CAPsMAN Interface |Etheme¢ EolP Tunnel  IP Tunnel GRE Tunnel VLAN VRRP Bonding LTE

i Interfaces E“E‘ m Irterface <ether2>

i ST Genersl | Ethemet Oversl Stats R Stats T Stats .. [7 o |
“ 2 Brd :
‘::F‘F‘F‘ge F ‘;’mz [ Name: [T ﬂ | e |
dhesert 5 ve erare _6 A
= Switch ¢irethers ' | N | i
8.9 Mash 4i#public MTU: | 1500 -

=T X wlan | Disable |
a5 1P § L2 MTU: 1598 | o | F— |
" MPLS r Max L2 MTU: [2028 |
# Routing '\ MAC Address: |E4:8D:8C:47:6D:17 | | Toreh |

c. Aktifkan Interfaces Wlan1 ---> klik ceklis ( V)

Interface List

Interface | Bthemet EolP Tunnel P Tunnel GRE Tunnel VL&MW VRRP  Bonding LTE

*|=[[]x] ] |7/ &

Name Q' \\ / |Type L2MTU |Tx Rx |
#i+dhcp N\, Ethemet 1598 Obps Obps
R #jretherd Ethemet 1558 9.6 kbps 1664 bps
#}setherd Ethemet 1598 Obps 0 bps
#loethers Ethemet 1598 Obps 0 bps
4public Ethemet 1598 Obps Obps
Ferwlan 1 Wireless (Atheros ARS... 1600 Obps Obps

d. Hasil konfigurasi name interface.
Interface |Bheme‘t EolP Tunnel  IP Tunnel GRE Tunnel VLAM VRRP Bonding

[#~|l= [v][=] (=] (7]

Name /| Type [L2ZMTU [T |Re
4i¢dhcp Ethemet 1593 0bps

R | ¢i*ctherd Ethemet 16598 £9.6 kbps
4{¥etherd Ethemet 1598 O bps
4ipethers Ethemet 1538 O bps
+}¥public Ethemet 1558 0 bps
Gewlan1 Wireless (Atheros ARS... 1600 0 bps
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e.

Konfigurasi SSID, Double Klik interfaces Wlanl yang sudah diaktifkan ---> Klik Mode ---> pilih

ap bridge ---> klik SSID ---> ganti dengan “Dodi_Asril@Proxy” (Nama_Siswa) ---> Klik OK

2.

Interface <wlan1:

General Wirsless ‘HT WDS  Nstreme N2

5 oK |

2/ poce: Cancsl
Band: |2GHzB/G =] y' Apply |
Channel Width: |20MHz [#] ‘ — |
Frequency: |2412 | # | MHz ‘ F— |

4 | 55ID: |Dodi_Asil@Proxy |4

Scan List: |de‘fauh || ¥ | = ‘ Toreh |
Wireless Protocol: |ar1:.' || ¥ | ‘ Sean |

Lakukan Konfigurasi IP Address pada setiap Ethernet.

Klik pada Menu IP ---> Address ---> Isi IP sesuai dengan Interfacesnya.

= Interfaces
& Wireless .
22 B @% Address <192.168.110.80/24> ; n Ll =l &3
= Su - |192.188.110.30f24 gl [15216381.1/24
“3 Mesh d .
r Ty o 4 Network: [192.168.110.0 | AN\ Cancel Nejug: 12168810 4 | Cancel
wis : = Interface: || wian ¥
e notce[otic 5] | dony | oot T3] [ hoy |
Sysom r DHCP Client :
Ot PP \
= DHCP Server
=2:! DNS
£ Rodius L Address List
# o
A [#][=] [Find
= Neighbors Addres
T E;m &_ Address | Network Interface
e S 7192 Network: [192.168.800 | & Cancel 192.168.80.1/... 192.168.800  dhep
@ Venua = Imm‘SW o T w192.168.81.1/.. 192168810  whan/
Bee e Lt 5] [ oy | £192.168.255.8... 192.168.2550  public
s Disable Hasil konfigurasi IP
3. Lakukan Konfigurasi Routing, menu IP - Routes = (+) / add > IP Gateway = 192.168.110.1
°8 Hesh ARP
e 1 B
WPLS E=
B i DHCP Client
|-
oo o 3 [Frd [ ]3]
B Rles oS ‘Dst.ﬁ\ddress { |Gaieway |Distance |Rnuting Mark ‘Pref. Sourcel'
2 :::m Hrewal |DC P 192.168.110.0/24  public unreachable 255 192.168.110.80
<o 1
B New Teminal
L MeaROUTER [ oOECR General | Attrbutes 2
¥ Parttion
«-v:akesmounf |;:': 5 Dst. Address: | (IXUNEAA] Cancel
S8 Gateway: | 192.168.110.1 +
S | EENE Aosly
SNMP 4
Senvices 5
- Check Gateway: ‘ Disable




4. Konfigurasi DNS, menu IP - DNS - 192.168.110.1,8.8.8.8

~ & mEesn

B

MPLS
#° Routing
 System
& Queues
2 Files

Log
A Radius

- Taala

1 |

rt.
P
M

b

Accounting
Addresses
Cloud
DHCP Client

DNS Settings

- -

Dynamic Servers: I

Max UDP Packet Size: 4096 |

=] E3
Servers:| 192.168.110.1 5 OK
8888 & m

"

Static
Cache

4 v| Allow Remote Requests

Query Server Timeout: |2.[‘H}D | 5

- S Pe—— 1

5. Konfigurasi DHCP Server Interface DHCP, buat range ip 2 - 100

" Switch
“ 5 Mesh
s P o1
< MPLS
4 Routing

[#][=] [¢]

DHCP | Networks Lesses Options Option Sets  Alets

| | 7| | DHCP Config || DHCP Setuplé | 3

|Name

! |i'rterfaoe

|Relay

|Lease Time |

OHCP Setup
Select interfface to un DHCP server on /
OHCP Server terface: =S+ &~ 4




DHCP|Naworks Leases Options Option Setz | Alerts

EE @ | DHCP Corfig || DHCP Setup |

|Name 4 |Irrterface |F|IJE:IE|3,r |Lease Time Address Poal  [Add AR...

dhcp1 \ dhecp 00:10:00 dhep_pooll no
DHCP Server

interfaces DHCP

Setup has completed successfully

6. Konfigurasi DHCP Server Interface WLAN 1, buat range ip 2 - 100

DHCP | Networks Leases Options Opfion Sets Alerts DHCP Setup

#| W17 /[¢] [ 7] [ oHep confg || DHCP Set |
MName > / |Interfface Relay Lease Time
dhcpl

DHCP Setup
Select intefface to run DHCP server on

DHCP Server interface: [T AN * |

DHCP Setup

Lease Time: |V |

o/

| Back || Net || Cancel |
|
|Name 4 ||r|terface |F{elay |Lease Time |Mdress Pool
dhcp dhcp 00:10:00 dhcp_pool1
dhcp2 wizn T 00:10:00 dhcp_pool2

DHCP Serv
interfaces WL,

Setup has completed successfully
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7. Konfigurasi Firewall NAT Access Website
a. Akses NAT interface DHCP

_

i Switch
© 2 Mesh
wp 1 X
< MPLS \f‘
4 Fouting N
System [
eQueua
. Files
Log
. Radius
%, Tools I

B New Teminal

Accounting
Addresses
Cloud

DHCP Client
DHCP Relay

DHCP Server
DNS /

| Firewal 2
Hotspot

IPsec

Fiter Rules NAT _Mangle Service Poris Connections Address Lists  Layer7 Protocols
L|T| |:: Reset Counters :|ﬂl.'| Reset All Counters |

|chain = [Src. Address |Dst. Address |Proto...|Src Pot  [Dst. Port  |Ir

#'\ |Action

4

Chain = srcnat = Src.Address = 192.168.X.0/24 (network interfaces dhcp) = public

MNAT Rule <152.168.80.0/24>

General | Advanced Edra Action  Statstics 5 N\ | 0K |

Chain: || 5= \ [#] || cancel |

Sre. Address:|[1132.168.80.0/24 C Na | Boply |

Dst. Address: | |- | Diable |

Protocol: | v || Comment |

Src. Port: | |+ | | Copy |

Dst. Port: | v |  Remove |

Any. Port: | - |~ | Reset Counters |

In. Interface: | 7\, |7 | [ ResstaiCounters |
Out. Interface: | ] |public "1 ¥ a

Action = masquerade

NAT Rule <152.168.80.0/24>
General Advanced Edra Pdign Statistics 9\1 | 10 ok |
Acton: [T ¢ | | [ cancs |
e AT

Log Prefix: | |~ | Dsabe |

| Comment |

b. Akses NAT interface WLAN 1, akses time jam 7.00 s/d 19.00 wib

Firewall

Filter Fules  NAT |I'H'Iar1gle Service Pots | Connections = Address Lists  Layer7 Protocols

n= EE . . |°_ Reset Counters ||l:ll:l Reszet All Counters | |:

|A{:t|un

|I:ha|r1

\Sre. Address Dst. Address |Proto... |Src. |

D \ =l masquerade

srcnat

152.168.80.0/24

Tambahkan lagi Firewall
NAT baru untuk Wlan 1
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Chain = srcnat - Src.Address = 192.168.Y.0/24 (network interfaces wlan1) 2 public

MAT Rule <192.168.81.0/24>

Genersl | Advanced Edra Action  Statistics 2 | oK |

Chain: @ < ||$| | Cancel |

Src. Address: | 1192.168.81.0/24 3 a | Apply |

Dst. Address: | ¢ | Dissble |

Protocol: | v || Comment |

Src. Port: | |~ | | Copy |

Dst. Port: | v ||  FRemove |

Any. Port: | |~ | Reset Counters |

In. Interface: | Ny 7 | [ Reset Al Counters |
Out.Interface:{ [ public | R

Tab Extra = Time = 07:00:00 — 19:00:00

MNAT Rule <192.168.81.0/24:

General Advanced Bdra ‘ Action  Statistics | QK |
-~ Connection Lim'rtf—S | Cancel |
—w»- |Limit v'4
—w- [st. Limit | Ponly |
“¥ Nth | Disable |
—&- Time € 7

S |l07:00:00 11[19:00.00 | | Comment |
sUn mor tue wed thu fi sat | Copy |
—w- Src. Address Type | Remove |
—w»- [st. Address Type | |
-w- P50 Reset Counters
— | Reset Al Counters |
~¥— |P Fragment

MAT Rule <192.168.31.0/24>

General Advanced Exira Adinn Statistics |10 ok |
Action: [IEETEC N = | | | cancel |

7 Log > | ey |

Log Prefix: | |~ | Dsabe |

| Comment |

Hasil Firewall NAT Akses Internet
Firewall = &3
Fiter Fules MAT | Mangle Service Ports  Connections  Address Lists  Layer/ Protocols

E”EI i Reset Counters || 00 Reset All Counters | Find |l |#]
# | |Acion |Chain _|Src. Address \Dst. Address |Proto... |Src. Pot|Dst. Port_|In. Inter... Out. I ¥
0 2| mas... srcnat 192.168.80.0/24 public
1 2| mas... srcnat 192.168.81.0/24 public

9
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8. Hasil Firewall NAT Transparent Proxy
a. Transparent Proxy Interface DHCP

Firewall =&
Fiter Fules  MAT | Mangle Service Pots  Connections  Address Lists | Layer7 Protocals
1 |E| @ i— Reset Counters || 00 Reset All Courters | Find | |EI|| ||$|
#| |Aion |[Chan  |Src. Address Dst. Address |Proto... Src. Port  Dst. Pot | in. Inter...|Out. i
0 2l mas... srcnat 192.168.80.0/24 public
1 2| mas... srcnat 192.168.81.0/24 public
Chain = dstnat > Protocol = 6(tcp) = 80 = In-interface = dhcp

NAT Rule <30
Genersl | Advanced Bdra Action  Statistics X\ | oK |
| chain: ¥/ 1]  cancel |
S Address: | A"
Dst. Addess: | N\ |~ | Disable |
| Protocol: [[6 ¢ep) | *TF]a |[ Conmen |
Src. Pot: | O Copy |
Dst. Port: [ |80 43“—| - | Remove |
Any. Port: | } |~ | Reset Counters |
in. Interface: [ I[dhcp | ‘]I?I 4 [ Reset Al Counters |

Out. Interface: | s

Action = redirect = To Ports = 8080

MNAT Rule <80
General | Advanced | Bara icfon Statistics N\ 9 OK
oo [N 5| onea
[] Leg | Aoply |
Log Prefix: | | b | Disable |
ITo Ports: 8080 | N - | Comment |
| oy |
Transparent interface dhcp telah diaktifkan
Fireswall = E3
Filter Rules NAT | Mangle Service Ports  Connections  Address Lists  Layer? Protocols
=] ][] 00 Reset Counters || 00 ResetAlCounters | [Fro0 | [al | 3]

#\ |Action Chain \Src. Address \Dst. Address |Proto... |Src. Pot  |Dst.Pott  |In. | ¥
0 \ =l masquerade  =rcnat 152, 168.20.0/24

1 2l masguerade  srcnat 192.168.81.0/24

2\ =l redirect dstnat 6 ftcp) a0 dhcp

Tambahkan lagi Firewall
baru untuk Wilan 1
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1\

b. Transparent Proxy Interface WLAN-1

NAT Rule <80
Genersl | Advanced Bra Action Stafisics 5 | oK |
Chain: | [#] || cancel |

Src. Address: | vl Ay
Dst. Address: | 3\\ - | Diable |
[Frotoco: 16 ten) ] [$]a | [ commen |

Src. Port: | AN |~ | Copy |

{Det. Por: (I[e0 | #A | Remove |

Any. Port: | }% h | Resst Courters |

In. Interface: ||| wian? %]« | [ Reset Al Courters |

MAT Rule <

Bl

General | Advanced Bdra Agtion |5tatistics N | 9 oK |
cior: S fomen |
1
[] Log | Apply |
Log Prefix: | - | | Dizable |
8
To Ports: |EDE|I] a | Comment |
[ Gy |
Hasil konfigurasi firewall NAT akses Internet dan Transparent Proxy
Firewall =l E3
Fiter Rules NAT | Mangle Service Pots Connections  Address Lists  Layer7 Protocols
IEHE' .@ . . |.§.": Reset Counters || 00 Reset All Counters | |: 1d | |EI|| ||$|
1] || mas... srmat 152 16881]1]!24 public
1 | mas... srcnat 192.168.31.0/24 public
2 #| redir... dstnat E ttcp) 20 dhcp
3 =[l redir... dstnat E ftcp) 20 wlan1

9. Konfigurasi Block Ping dari Client Kabel

Tab menu Filter Rules = add (+) = chain =

input = src = X.2 — X.50 = dst =192.168.X.1

Filter Rules |NP«T Mangle Service Ports Connections Address Lists  Layer? Protocols

E'El v %| @ | T| o0 Reset Counters || 00 Reset Al Counters |

Action Chain Src. Address Dst. Address Pratocol Src. Pd™
Firewall Rule <152 168.80.2-152 168 80.50->152 168.80 1=
Genersl | Advanced Extra Action  Statistics
Chain: |l || * | Cancel
Src. Address: [][192.168.80.2-192.168.80.50 | & Apply
3 Dst. Address: [ |]192.168.80.1 |
Protocol: [ |1 {cmp) [#] Comment
Src. Port: | | = Copy
Dst. Port: | | - Remove
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Tab Action = drop

Firewall Rule <192.

30 50->192.168.80.1>

General Advanced Bxdra Action |Statistics

Action: E/ Cancel
4
o
Log Prefic: | | -

Tambahkan filter untuk gateway 192.168.Y.1

Firewall Rule <152.168.80.2-192.168.80.50-:152.168.81.1>

General Advanced Edr Action Statistics
/’1 Chain: | T K3 Cancel
Src. Address: [][192.168.80.2-192.168.80.50 |- Apply
Dst. Address: [ |[152.168.81.1 2 | o
Protocol: (1|1 jemp) [#] ~ Comment
ScPot: [ |~ Copy

Firewall Rule <192.168.80

2-152.168.80.50->192.163.81.1>

General Advanced Edra Action | Statisics 4 | ok ]
m g
Qs
| -
Tambahkan filter untuk gateway 192.168.110.X
[=]{E3]
Fiter Rules ‘NAT Mangle Service Ports  Connections  Address Lists  Layer7 Protocols
+ =] vx 00 Reset Courters || 00 Reset Al Courters | [Find  |[@1 %]
# | |Ation |Chain Sre. Address Dst. Address Protocal S Pdw

Frewall Rule <132 168 80.2-152.168.80.50->152 168 255 80>
General | Advanced | Btra | Acton | Staistics 3
Chain: |Ifsi || 3ﬂ Cancel
y 4
Src. Address: | |192.168.20.2-192.162.80.50 [a Poply
Dst. Address: []|192.168.255.80 | & :
2
Protocol: (|1 fiomp) [+~ Commert
Src. Port: | | b Copy

Firewall Rule <1592 1688

2-192.168.80.50->192.168.

General  Advanced

Action:

[ Log

Edra Action ‘ Statistics

4

Log Prefix: |
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Hasil konfigurasi filter access block ping

= =] E3
Filter Rules | MAT Mangle Service Pots Connections  Address Lists  Layer? Protocols
IEHE' @ |S.: Reset Counters || 00 Reset All Counters | | Find | |EI|| ||$
# | |Action |Chain |Sre. Address | Dst. Address | Protocal |Src. F‘JV
0 HKdrop  input 1592.168.80.2-192.163.20.50 152.163.30.1 1 ficmp)
1 HKdop  input 152.168.80.2-192.168.80.50 152.168.255.30 1 ficmp)
2 HKdrop  input 192.168.80.2-192.163.80.50 1592.168.81.1 1 ficmp)
10. Konfigurasi Logging Access
Pada menu Filter Rules tambahkan (+) filter log = Chan
]| E3
Fiter Rules | MAT Mangle Service Pots Connections Address Lists  Layer? Protocols
1/]|E||E| E 00 Reset Counters || 00 Reset All Courters | BRI E
H | |Actinr1 |Ehair1 |Src. Address |Dst. Address |F‘ratucnl |Src. F‘dv
0 HKdrop  input 152.168.80.2-192.168.80.50 1592.168.80.1 1 ficmp)
1 HKdrop  input 152.168.80.2-192.168.80.50 192.168.255.80 1 ficmp)
2 K drop  input 152.168.80.2-192.168.80.50 192.168.81.1 1 (icmp)

Firewall Rule <=

Tab Action = Log

General | Advanced Bdra Action Statistics | oK |
Chain: |[fshs || ¥ | | Cancel |

Src. Address: | ‘2 |~ | Apply |

Dist. Address: | | hd | Disable |

Protocaol: | | - | Comment |

Firewall Rule <> x|
| General Advanced Edra Action | Statistics 5 S| 0K |
i
] Action: IE' | Cancsl |
] 3

g Y Log | Aoply |
Log Prefoc: | | v | Disable |
| Comment |
Hasil konfigurasi Filter untuk block ping dan logging

Firewsall =l E3

Filter Rules | MAT Mangle Service Ports Connections  Address Lists  Layer? Protocols

IT”:‘ M@ m |.§.": Reset Counters || 00 Reset All Counters ‘ | Find | |EI|| ||$

# | |Actiur1 |I:hain |Src. Address |D5t. Address |F‘rotucn| |Src. F‘dv
0 HKdrop  input 192.168.80.2-152.163.80.50 1592.162.80.1 1 {icmp)
1 HKdrop  input 192.168.80.2-152.163.80.50 192.168.255.80 1 {icmp)
2 HKdrop  input 192.168.80.2-152.168.80.50 192.168.81.1 1 {icmp)
3 “log  input
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11. Konfigurasi Web-Proxy Mikrotik, Block site, file dan konten
a. Pada Menu IP ---> Web Proxy - Isikan chace admin = namapeserta@gmail.com

“ a2 Mesh E Web Prowy Settings =l 3
" unting
g 1P S General | Stgtus Lookups  hserts  Refreshes
N B
4 Routing I - | &
o X DHCP Coort Src. Address: |- | & l:\“’”‘?
3 | Pot: [8080 =
DHCP Rl - -
® G : l
- DHCP Server L] Anonymous
W5 Fies = Reset HTML
Log Parent Prooy: | | - -
Firewall i Eas
A Radius Parent Prosgy Port:
= . Hotspot | / Cache
s, Tools 4 :
B New Ternminal leec Cache Administrator: || dodiasr@gmail com A Direct
®5 MetaROUTER ieiohbors Max, Cache Size: [urlimited |#|k8 | | Comnections |
Packi
¥, Patition = Max Cache Object Size: | 2048 KB | | Cache Contents
Foal
& Make Supout of 5 |lv| Cache On Disk
ﬂ M Routes
B ca SMB Max, Cliert Connections: |EEI'0
SNMP Max. Server Connections: |Evm
Senvices Max Fresh Time: |3d 00:00:00
Settings [ | Serialize Connections
Socks [ | Mways From Cache
TFTP
Cache Hit DSCP (TOS): |4
Traffic Flow 2
UPnP Cache Path: |web-proxy 2
E— = [ | E—

b. Redirect website www.mikrotik.com ke www.bsnp-indonesia.org, src = 192.168.X.0/24

/EIEI .|z| . . |l.'|l.'| Reset Courters ||l.'|l.'| Reset Al Counters |

Srz. Address Dist. Address Dst. Port | Dst. Host

Web Proxy Rule <192.168.80.0/24

Src. Address: |152.1EE.E'I].D,’24 2 |JL 5 QK |
Dst. Address: | |v Cancel |
Dst. Port: [ ]| | | Apply |
Local Part: | 3 | Disable |
Dst. Host: | [ | \www mikrotik.com | Commert |
Path: | | Cony |
Method: | | C— |
Action: |den'_.r .
= | Reset Counters |
Redirect To: |www.bsnp-indunesia.nrg
| Reset Al Courters |
Hits: |3 |

17


mailto:namapeserta@gmail.com
http://www.mikrotik.com/
http://www.bsnp-indonesia.org/

c. Block Website www.linux.or.id, src-address = 192.168.Y.0/24

IE“E' IE |l:ll:l Reset Counters ||DD Resst All Counters |

1
/I # | [5rc. Address |Dst. Address |Dst. Port | Dst. Host |Patt
0  ©152.168.80.0/24 wwrw mikrotik .

192168810024 |2

Dst. Port: |:|| | Apphy

Yol P | |~
Dst. Host: ||| www linueorid 3 |-

| -
Methad: | |~ ’m'

Action: |deny 4 || ¥ |

Redirect To: | | -
Reset Al Counters
Hits: |D

d. Tambahkan block file .mp3 pada jalur 192.168.Y.1

1/'E|E| vl x| | 00 Reset Counters || 00 Reset Al Counters |

# | [Src. Address |Dst. Address |Dst. Port | Dst. Host |Path
0 @ 15216880024 wwrw mikcrotile.
1 @152.168.81.0/24 www Jinuee.orid
Of
Src. Address: [£7]|192.168.81.0/24 |2 -~ |5 OK
Dst. Address: | |v Cancel
Dst. Port: []| *] Fpply
ot P | I
i 3 N
- - - ~
Path: [[*mp3 | & lT‘
Method: | |+ lm'
Action: |deny 4 || 3|
Redirect To: | |v
[ Reset Al Counters |

i, [n

1
e. Tambahkan block file .mkv pada jalur 192.168.Y.1

VEHE‘ Iz‘ |DD Reset Counters ||Dl] Reset All Counters |

# | [Src. Address |Dst. Address |Dst. Port |Dst. Host |Path
0 ©1921633800/24 v mikrotik_

1 @ 192.168.81.0/24 wwnwe linwoe.or id
2 ©192163.810/24 “mp3*

=] 3
Src. Address: 7 [192.168.81.0/24 |2 | & 5 ok
| |

Dst. Address: | |v Cancel

Det. Port: [| " Apply

Local Port:

4
=
&
=8
@

| et -

I Path: [ [~ mkv" |

o M
IAction: |t:|e|'11,.r *

*
Redirect To: | |+
Reset All Counters

H

Hits: |fl
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f. Tambahkan block akses content “mikrotik” pada jalur 192.168.Y.1

JJEE E |00 Reset Counters ||un Reset All Counters |

# | [Src. Address |Dst. Address |Dst. Port  |Dst. Host |Path
0 @ 152168.800:/24 www milcrotilc.com
1 @152168.81.0/:24 wnw linLoeor id
2 ©192.162.81.0/24 “mp3
3 ©192162.81.0/24 = mkv”

Web Proxy Rule <152.168.81.0/24>

Src. Address: [£|192.168.81.024 | 2 |45 oK
Dst. Address: | I;ﬂ Cancel
|

Dst. Port: [ | Apply

Local Port: | | =
oLt 3
| Path: [ *milrotikc* | &
Method: | | v ’m‘

I Action: |dEH'T)’ 4 ||3|

Redirect To: | |+
Reset All Counters

w

Hits: [12 |

g. Hasil Konfigurasi block website, file dan content

Web Promy Access

IEIE 7 Reset Counters || := Reset All Counters
# | |Src. Address Dst. Address Dst. Pot | Dst. Host Path [Method  |A(¥
0 @152.168.80.0/24 www milcrotik.com derny

1 @152.168.81.0/24 www linuoeorid derny

2 @192168.81.0/24 “mp3 deny

3 @192168.81.0/24 * mhey™ deny

4  @192163.81.0/24 “mikerotik™ deny

h. Terakhir close web proxy access 2 OK

Web Progy Settings

General | Statuz  Lookups  Inserts  Refreshes _
[ Enabled P Cancel
Src. Address: | -
| s
Port: 2080 |«
Clear Cachi
D Anonymous
| | Resst HTML
Parent Proogy: -
| |
Parent Proy Port: b
Cache

12. Konfigurasi NTP — Server, System = Clock - Pilih Asia/Jakarta > Apply > OK

B v ot
4 PP i G
= Swich Cerficates Time ‘Manua! Time Zone Time | Manual Tme Zone
92 Mesh Time: | IEEVEL] ‘ Cancel Time: .._.—j Cancel
Console , .
T = r Date: |Mar/13/2019 || = Date: | Mar/13/2019 e
MPLS J [ V| Time Zone Autodetect V! Time Zone Autodetect
# Routing [ : :: Time Zone Namel Asa/lskata | ¥ 4 Time Zone Name: | Asia/Jakarta [#]
| System M-E — — :
' Y. History GMT Offset: |+00:00 3 "\ GMT Offset: |+07:00 |
% s Ientty [ DST Active = DST Acive
— LEDs Waktu telah disingkron
Log
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Lanjut aktifkan NTP Server = System = SNTP Client = Gunakan IP Gateway 192.168.110.1
pada primary dan secondary, karena router gateway internet sudah ada NTP Server.
“Jika tidak isikan primary = id.pool.ntp.org secondary = ntp.nasa.gov”’

Unvers
Health SNTP Client SNTF Cliert 0] |
History ] N— v mes N
. L ey . — o SV
- LEDs Primary NTP Server] [192.168.110.1 o | Primary NTP Server: |192.168.110.1 =
Log Tp— Secondary NTP Server] [192.168.110.1 Secondary NTP Server |192.168.110.1
A Radius - Server DNS Names: | B A Server DNS Names: | ¢
%, Tools ¥ Packages Dynamic Servers: ‘ Dynamic Servers: |
@ New Teminal
Password Pol iterval: 05 Pol Interval: |32
S MetoROUTER o0 .
— Ports Active Server: Active Server |192.168.110.1
#5 Partition -
Reboot Last Update From: Last Update From: |192.168.110.1
« Make Supout rif Last Update: | Last Update: (00.00:05
Reset Corfiguration - R a5
€ Manual Re Last Adpustment: Last Adi 1493 600 us .
Bxt - R
Routerboard Last Bad Packet From: | Last Bad Packet From: | < S“
| SNTP Cliert Last Bad Packet: Last Bad Packet: | <P se("e
Scheduer Last Bad Packet Reason: Last Bad Packet Reason: N

C. TAHAPAN PENGUIJIAN HASIL KONFIGURASI

PENGUIJIAN JALUR KABEL — PORT DHCP
1. Pengujian Logging Mikrotik, Klik menu Log pada Winbox

- SN

admin@192.168.80.1 (MikroTik) - WinBox v6.30.4 on RB951Ui-2HnD (mipsbe)

©
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Hide Passwords [ (5
As Quick Set
. CAPsMAN
M Irterfaces Mar/10/20159 15:02:34  memory firgwall, info input: in:dhcp out:{none), sremac 74:d0:2b:75:26:c1, proto TCP | &
- Wireless (ACK), 152.168.80.100:50503--152.168.80.1:8291, len 40 ]
# Bridae Mar/10/2019 15:02.34 memony firewall, info input: in:dhcp out:{none), sremac 74:d0:2b:75:26:c1, proto TCP
&5 S0 (ACK), 192.168.80.100:50503--192.168.80.1:8291. len 40
=% FPP Mar/10/2019 15:02:34  memory firewall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
=22 Switch (ACK), 152.168.80.100:50503--152.168.80.1:8291, len 40
Mar/10/2015 15:02:34 memory firgwall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
3 Mesh {ACK), 192.168.80.100:50503->192.168.80.1:3291, len 40
=5 |p [ ||Mar/10/2019 15:02:34  memory firewall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
= S (ACK), 152.168.80.100:50503->152.168.80.1:8291, len 40
<" MPLS ¥ Mar/10/20159 15:02:34  memory firewﬁﬁce input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
#° Routing I 5\ (ACK,PSH), 152.168.80.100:50503->152.168.80.1:8251, len 109
Mar/10/20159 15:02.34 \_”9% W“% input: in:dhcp out:inene), sre-mac 74:d0:2b:75:26:c1, proto TCP
System r (ACK,PSH), 192.168.80.100:50503->192.168.80.1:8291, len 109
Q Queues/ Mar/10/2015 15:02:34 Té\a\‘ firgwall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
_ (ACK), 152.168.80.100:50503--152.168.80.1:8291, len 40
_ Files Mar/10/20159 15:02.34 memory firewall, info input: in:dhcp out:{none), sre-mac 74.d0:2b:75:26.c1, proto TCP
{ACK), 192.168.80.100:50503->192.168.80.1:8291, len 40
- = Mar/10/20159 15:02:34  memory firgwall, info input: in:dhcp out:{none). sre-mac 74:d0:2b:75:26:c1. proto TCP
Sl (ACK), 192.168.80.100:50503-192.168.80.1:8291, len 40
=, Tools [ ||Mar/10/2019 15:02:34  memory firewall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
@ New Temingl (ACK), 192.168.80.100:50503--192.168.80.1:8291. len 40
Mar/10/2019 15:02:35 memory firewall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP
¥5 MetaROUTER (ACK), 152.168.80.100:50503--152.168.80.1:8291, len 40
#5 Partition Mar/10/2019 15:02:35 memory firgwall, info input: in:dhcp out:{none), sre-mac 74:d0:2b:75:26:c1, proto TCP ||
< (ACK), 192.168.80.100:50503--192.168.80.1:8291. len 40 o]
- Make Supout rif —
= |



2. Pengujian Izin Akses dan Block Ping
a. Pengujian IP DHCP Client, konfigurasikan IP Client pada secara automatically

(@) Obtain an IF address automatically

D) the following IF address:

(®) Obtain DNS server address automatically

9 the following DNS server addresses:

valldate setangs upon exit

== Advanced...

b. Jalankan Command Prompt -> ketik ipconfig (lihat ip yang didapat)
o) CA\Windows\system32\cmd.exe = =

C:sUserssDodheex_Mentawaiz

Windows IP Configuration

Wireless LAN adapter Local Area Connection= 2: 00
g0.¥
Media State . . . . . . . . . . . ! Media disconnected 6%, "
Connection—specific DNE Suffix . : 1‘\_ . apa
’\,9 6\6

Wireless LAN adapter Wi-Fi:

P Y?
Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix H

Ethernet adapter Ethernet:

Connection—specific DHS Suffix
Link-local IPv6 Address . . . . . = o -

IPv4 Address. . . - - - - - - - . =1192.168.80.180
Subnet Mask . . . . . . . . . . . :J255.255.255.08
Default Gateway . . . . . « . « . *=

=¥ ) fh81x3

Tunnel adapter Teredo Tunneling Pseudo-Interface: W

c. lJika IP yang didapat client besar dari 192.168.X.50, berarti client diizinkan untuk melakukan
akses ping menuju IP pada setiap Port Mikrotik.
d. Lakukan pengujian Ping ke setiap Port Mikrotik, hasilnya harus TTL

Microsoft Windows [Wersion 6.3.76801]
Cc} 2013 Microsoft Corporation. All rights reserved.

c:\Useps\nudheexmentawaiz1_ping 192.168.110.88)

Pinging 192_168.118_88 with 32 bhytes of data:
Reply from 192.168.1180.88: bhytez=32 time<ims TTL=64
Reply from 192 _168_.11A0_88: hytes=32 time<imsz TTL=64

G?\Users\ﬂudheeleentawaiz ip:i.ng 172.168.80.1 I Oﬂ‘

. 9?
.. . . el\e
Pinging 172.168_880_.1 with 32 bytesz of data: \(eS
Reply from 172.168_80_1: butes=32 time<ims TIL=64 ?\(\% _‘—‘\_
RHeply from 172.168_88_.1: butes=32 time<ims TIL=64
Ping statistics for 172.168_80_1:

C;\Users\DudheexJﬂentawaiz 1p:i.ng 192.168.81.1 I

Pinging 192.168.81.1 with 32 bytesz of data:

Reply from 192.168.81.1: bytes=32 time{im=z TTL=64
Reply from 192_.168.81.1: hytez=32 time<ims TTL=64
Reply from 192.168.81.1: hytes=32 time<ims TTIL=64

Ping statistics for 192.168.81.1:
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e. Pengujian Block Akses Ping, Isikan IP Client antara Range 192.168.X.2 —192.168.X.50

() Obtain an IP address automatically
(@) Use the following IP address:

IF address: 192 . 168 . 80 . 50
Subnet mask: 255,355,355, 0
Default gateway: 192 . 168 . 80 . 1

Obtain DNS server address automatically

(®) Use the following DMS server addresses:

Preferred DNS server: 3.8 .8 .4

Alternate DMS server:

[validate settings upon exit Pl

f. Lakukan pengujian Ping ke setiap Port Mikrotik, hasilnya haruslah Request Time Out (RTO)

Microsoft Windows [Version 6.3.76861]
(c) 2013 Microszoft Corporation. All rights reserved.

c:\users\])udheexjentauaiz}ping 192.168.118.88 |

Pinging 192.168.118.88 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

pott

C:\Users\])ndheexjentawaizleing 1922.168.80.1 4" Se{\ap

e
Pinging 192_168.80.1 with 32 bhytes of data: ¥ \‘
Request timed out. ?\“% ?\10
Request timed out.
Request timed out.

C=»Users~Dodheex_Mentawaiz }ping 192 .168.81.1 I

Pinging 1922.168.81.1 with 32 hytes of data:
Request timed out.
Request timed out.
Request timed out.

3. Pengujian block website www.mikrotik.com, di redirect ke www.bsnp-indonesia.org
Ketik di URL www.mikrotik.com = ENTER
@ NewTab X |+

¢ @ I| mw.mikrotik.com| I

~ - T
& Search the Web

Akses web mikrotik.com dialihkan oleh router ke bsnp-indonesia.org

= BSNP Indonesia x [

&« X fh ® bsnp-indonesia.org I



http://www.mikrotik.com/
http://www.bsnp-indonesia.org/
http://www.mikrotik.com/

4. Pengujian akses Internet

G Indonesia Raya - Penelusuran - X

PR O @ nups

Indonesia Raya

Google

Semua  Video  Belaja  Buku  Gambar  Lainnya Setelan

Sekitar 274.000.000 hasil (0.48 detik)

=firefox-b-d8ei=E9OEXNndLvHbz

Q

Alat

Indonesia Raya - YouTube
hitps:/Awww.youtube.comwatch?v=d03.kQJxsl

5. Pengujian NTP Server pada Client

Wednesday, March 13, 2019

March 2019

Tu We Th
26 27 28
A 5 6.7
1 121314
19 20 21
% 27 28
i2 3 4
12:56:10 PM

2

Change date and time settings... I

1

1256+ M

A [Er & 9 ))
B0 WO

=

| Date and Time I Additional Clocks | Internet Time |

This computer is set to automatjglly synchronize with '192.168.110.1".

4

Mext synchronization: 3/20/2019 at 10:51 AM

The clock was successfully synchronized with 192,168.110.1 on 3/13/2019 at
10:51 AM.

@ Change settings...

PENGUIJIAN JALUR WIRELESS — PORT WLAN 1
1. Pengujian Block Website www.linux.or.id

ERROR: Forbidden

Date and Time | Additional Clocks | Internet Time

Date:
Wednesday, March 13, 2019

Time:
12:57:05 PM

@ Change date and time...

Time zone

(UTC+07:00) Bangkok, Hanoi, Jakarta

Change time zone...

AV

Update now

Configure Internet time settings:

Synchronize with an Internet time server

Server: | 1921681101 & vl |

The clock was successfully synchronized with 192.168.110.1 on 3/13/2019 at
111 PM.

Waktu Client sudah Singkron
dengan Waktu Server |

g

<— SR

‘ @ www.linux.or.id

ERROR: Forbidden

While trying to retrieve the URL http:/'www.linux or.1d/:

» Access Denied

Your cache administrator i1s dodiasril@gmail com.

Generated Sun, 10 Mar 2019 09:14:00 GMT by 192.168.80.1 (Mikrotik HitpProxy)
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2. Pegujian Blok file dengan ekstension .mp3, ketik pada url link = https://bit.ly/2BQtzxY (link

disediakan, karena tidak semua website yang ekstensi .mp3 bisa di-block) link ini merupakan salah
satu yang bisa diblock oleh mikrotik file ekstensi .mp3-nya.

ERROR: Forbidden X ‘ & Save - Download Lagu Akad - | X | +

< c @ 0 & https://downloadlagu-mp3.net/akad-payung-teduh-by-hanin-dhiya~MNwy B = & % Q serch

DOWNLOADLAGU-MP3.NET

Masukkan nama lagu dan klik cari ... CARI

Save-Download lagu tombol below / dibawah...

Akad - Payung Teduh by Hanin Dhiya
Mp3 File Size: 419 Mb

» 99 Daftar Lagu Terbaik, Terpopuler, Terbaru 2019

3, DOWNLOAD MFP3
N
& DOWNLOAD VIDEO

Tampilan block file .mp3 seperti dibawah ini.

ERROR: Forbidden x ‘ +
&« c Q ® dllagu123.link/download/b36cf021002f91102cccc3269b75e988/14a54f20f7 3dec3 190, e @ fz Q Search
ERROR: Forbidden
While trying to retrieve the URL hi

+//dl.lagu123 link/download/b36cf021002£91102¢ccec3269b75e988/14a54£20f73dec3 19088 5e682a649c0.mp3 'name=Akad%20-%20Payung%2(Teduh
%620%20by%20Hanin%20Dhiva:

+ Access Denied

“Your cache administrator 1s dodiasril@gmail.com.

Generated Sun, 10 Mar 2019 09:15:35 GMT by 192.168.80.1 (Mikrotik HttpProxy)

Pegujian Blok file dengan ekstension .mkv, ketik pada url link = https://bit.ly/2NqyHNK

ERROR: Forbidden X | & Jellyfish Bitrate Test Files X | +

<« c Q [6}0] Jell.yfishuus e @ ﬁ

Jellyfish Video Bitrate Test Files

Below are a number of H.264 and H.265/HEVC encoded .mkv video clips that can be used for testing th:
playback performance of media streamers & HTPCs.

I've noticed that others are mirroring these files on their own servers without a return link (or credit of ANY sort
Please link only to the original http-//www jell yfish us site and throw fruit at anyone hosting these files without ¢

® Show All O Show Only H.264 O Show Only HEVC

Filename Bitrate

ick to Download (Overall) Resolution Codec Profile
Jellyfish-3-mbps-hd-h264.mkv 3 Mbps 1920x1080 H.264 High
Jellyfish-3-mbps-hd-hevc mkv 3 Mbps 1920x1080 HEVC Main
Jellyfish-3-mbps-hd-hevc-10bit. mkv 3 Mbps 1920x1080 HEVC Main10
jellyfish-5-mbps-hd-h264 mkv 5 Mbps 1920x1080 H 264 High

Tampilan block file .mkv seperti dibawah ini.
ERROR: Forbidden x ERROR: Forbidden X |+
< c o ® jellyfish.us/media/jellyfish-3-mbps-hd-h264.mkv

ERROR: Forbidden

While trying to retrieve the URL hitp-//jell vfish us/media/jellyfish-3-mbps-hd-h264 mlov:

* Access Denied

Your cache administrator 1s dodiasnil@egmail com.

Generated Sun, 10 Mar 2019 09:17:21 GMT by 192.168.80.1 (Mikrotik HttpProxy)
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4. Pengujian blok content “mikrotik”. Lakukan search pada google seperti contoh dibawah.

ERROR: Forbidden X ERROR: Forbidden > | ERROR: Forbidden X ‘ G mikrotik adalah - Penelusuran = X | ==
« c Q @& https://www.google.com/search?client=firefox-b-d8q=mikrotik +adalah v f} 5
Go gle mikrotik adalah Salap &
bloy, tU
ok ya .
Semua Gambar Berita Video Belanja Lainnya Setelan Q%tent M ng blSa ter
tkrotif_,
. o . “hyq
Sekitar 1.600.000 hasil (0.27 detik)

Pengertian Mikrotik dan Fungsinya | Info Seputar Jaringan Komputer
salmantkj48.blogspot.com » Fungsi » Mikrotik » Pengertian

dapat digunakan untuk menjadikan komputer manjadi router

Apa itu Mikrotik? Pengertian Mikrotik & Penjelasannya - Kumpulan ...
https:/fmikrotikindo_blogspot.com » Artikel » Mikrotik » RouterBoard » RouterOS

25 Feb 2013 - Pengertian dan Penjelasan Mikrotik adalah sebagai berikut - Mikrotik merupakan
sebuah perusahaan yang memproduksi RouterOS dan

Tampilan website/blog yang ter-blok konten “mikrotik”

Perusahaan

Pengertian Mikrotik dan Fungsinya - Mikrotik adalah sistam operasi dan perangkat lunak yang M - .
ikroTik

MikroTik adalah perusaha
dibentuk oleh John Trully «
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KONFIGURASI MIKROTIK MENGGUNAKAN CLI / TERMINAL

Reset Mikrotik
system reset-configuration no-defaults=yes

Nama Interface
interface set etherl name=public
interface set etherl name=dhcp

Set Wireless
interface wireless enable 0
interface wireless set 0 mode=ap-bridge ssid=Nama_Peserta@Proxy

IP Address

ip address add address=192.168.110.X/24 interface=public
ip address add address=192.168.X.1/24 interface=dcp

ip address add address=192.168.Y.1/24 interface=wlan1

Routing
ip route add dst-address=0.0.0.0/0 gateway=192.168.110.1
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6.

10.

11.

12.

DNS Server
ip dns set servers=192.168.110.1,8.8.8.8 allow-remote-request=yes

DHCP Server — Intefaces DHCP

ip dhcp-server setup

Select interface to run DHCP server on

dhcp server interface: dhcp

Select network for DHCP addresses

dhcp address space: 192.168.X.0/24

Select gateway for given network

gateway for dhcp network: 192.168.X.1

Select pool of ip addresses given out by DHCP server
addresses to give out: 192.168.X.2-192.168.X.100
Select DNS servers

dns servers: 192.168.110.1,8.8.8.8

Select lease time

lease time: 10m

DHCP Server — Intefaces WLAN1

ip dhcp-server setup

Select interface to run DHCP server on

dhcp server interface: wlani

Select network for DHCP addresses

dhcp address space: 192.168.Y.0/24

Select gateway for given network

gateway for dhcp network: 192.168.Y.1

Select pool of ip addresses given out by DHCP server
addresses to give out: 192.168.Y.2-192.168.Y.100
Select DNS servers

dns servers: 192.168.110.1,8.8.8.8

Select lease time

lease time: 10m

NAT Gateway Internet — Port DHCP
ip firewall nat add chain=srcnat src-address=192.168.X.0/24 out-interface=public
action=masquerade

NAT Gateway Internet — Port WLAN1
ip firewall nat add chain=srcnat src-address=192.168.Y.0/24 out-interface=public
time=7h-19h,sun,mon,tue,wed, thu,fri,sat action=masquerade

Transparent Proxy — Port DHCP
ip firewall nat add chain=dstnat protocol=tcp dst-port=80 in-interface=dhcp
action=redirect to-ports=8080

Transparent Proxy — Port WLAN1

ip firewall nat add chain=dstnat protocol=tcp dst-port=80 in-interface=wlan1
action=redirect to-ports=8080
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13.

14.

15.

16.

17.

18.

Block Access Ping
ip firewall filter add chain=input src-address=192.168.X.2-192.168.X.100
dst-address=192.168.110.X protocol=icmp action=drop

ip firewall filter add chain=input src-address=192.168.X.2-192.168.X.100
dst-address=192.168.X.1 protocol=icmp action=drop

ip firewall filter add chain=input src-address=192.168.X.2-192.168.X.100
dst-address=192.168.Y.1 protocol=icmp action=drop

Logging
ip firewall filter add chain=input log=yes log-prefix=yes

Web Proxy
ip proxy set enabled=yes port=8080 cache-administrator=namapeserta@smknl1.sch.id
cache-on-disk=yes

Proxy Access
ip proxy access add src-address=192.168.X.0/24 dst-host=www.mikrotik.com
redirect-to=www.bsnp-indonesia.org action=deny

ip proxy access add src-address=192.168.Y.0/24 dst-host=www.linux.or.id action=deny
ip proxy access add src-address=192.168.Y.0/24 path=*.mp3* action=deny

ip proxy access add src-address=192.168.Y.0/24 path=*.mkv* action=deny

ip proxy access add src-address=192.168.Y.0/24 path=*mikrotik* action=deny

Set Clock/Time

system clock set time-zone-autodetect=yes time-zone-name=Asia/Jakarta

NTP Server
system ntp client set enabled=yes primary-ntp=192.168.110.1 secondary-ntp=192.168.110.1

**% SELESAI ***
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